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SECRET 

PAGE 01 BOGOTA 01098 021929Z 
ACTION SY-05 

INFO OCT-01 ISO-OO SYE-00 SSO-OO /006 W 

012863 021931Z/72 

O 021915Z FEB 78 
FM AMEMBASSY BOGOTA 
TO SECSTATE WASHDC IMMEDIATE 6154 
INFO AMEMBASSY PANAMA IMMEDIATE 

SECRET BOGOTA 1098 

SY CHANNEL 

DEPT FOR A/SY/OPS/T 

PANAMA FOR RTC AND RSS 


Message Text 


EO 11652: XGDS-2 
TAGS: ASEC 

SUBJ: POSSIBLE TECHNICAL PENETRATION DISCOVERY 


1 . RSO ADVISED 1 130, FEB 2, THAT 1000 FOOT ROLL OF RG/59U 
ALPHA WIRE ONE HALF OF WHICH IS UNROLLED LOCATED BY OPS 
COORDINATOR IN AIRCONDITIONING DUCT IN OFFICE OF OPERATIONS 
COORDINATOR IN DAO OFFICE SPACE. TERMINATION POINT OF CABLE IS 
UNKNOWN. GIVEN LARGE SIZE OF SPOOL. CABLE HAD TO ORIGINATE 
IN DAO OFFICE SPACE. CHECK WITH GSO INDICATES NO KNOWN PROJECTS 
UNDERWAY WHICH WULD HAVE ACCOUNTED FOR CABLE IN DAO SPACE. ALSO, 
DAO UNAWARE OF ANY REASON WHY CABLE WOULD BE IN THEIR OFFICE. 


2. DAO SPACE TECHNICALLY CHECKED BY RTC PANAMA DURING PERIOD 
OF OCTOBER 14-19, 1977. ASSUME DUCTS WOULD HAVE BEEN CHECKED 
DURING THAT INSPECTION. NO CONSTRUCTION HAS GONE ON IN DAO SINCE 
TECHNICAL INSPECTION. DAO SPACE IS CONTROLLED DURING THE WORK 
DAY BY DAO PERSONNEL AND CHAR FORCE ESCORTED BY MARINE GUARDS 
AFTER HOURS. 
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3. RSO AND DAO REQUEST TSO BE SENT IMMEDIATELY TO TRACE DOWN 
CABLE AND DETERMINE IF DAO POSSIBLY TECHNICALLY PENETRATED. 


4. PLEASE ADVISE. 
ASENCIO 
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